Date:		October 7, 2025
To:		Sally Charleston
From:		Elizabeth Pavlik
Subject:	Cybersecurity Vulnerability Remediation


In the three weeks since the start of my employment at the Charleston Hotel, I have enjoyed working in such a beautiful establishment and meeting guests from all over the country and the world. It has been a pleasure to witness the result of hard work in just a few years.
During my time here, I have observed some cybersecurity practices that introduce vulnerabilities. These issues, if unaddressed, may carry far-reaching consequences with regard to the safety and confidentiality of systems and information. This report identifies some of those weaknesses and proposes some simple but effective solutions.
The Charleston Hotel has the potential to grow and flourish for many more years to come. Any security improvements made as a result of this report can prevent costly incident remediation which may jeopardize the hotel’s future.




Executive Summary

Overview
As the Charleston Hotel has grown, technology has played an increasingly greater role. Smart devices, public computers for guest use, customer relationship management, and security systems may add value and convenience for both guests and employees alike when managed properly.

Problems
Because not all employees are trained in information technology, they have engaged in some very concerning behaviors that may result in cybersecurity incidents if not addressed. Some of these issues include:
· Failure to maintain software updates on public guest computers leaves these systems vulnerable to compromise by hackers and other malicious actors
· Violations of customer device privacy and potential theft of devices accidentally left behind by customers, which could lead to legal action
· Lack of training to identify phishing email scams, which puts business data at risk

Proposed Solutions
The solutions for the aforementioned problems are both inexpensive and simple to implement. They include:
· Designating an employee to keep computers updated
· Implementing a lost item policy and educating employees on the potential consequences of violating customer privacy
· Training employees to identify online scams, such as phishing emails





The Problem
As the Charleston Hotel’s operations have expanded, the technological infrastructure has similarly grown. However, a number of device and data management practices leave the hotel vulnerable to cyberattacks that place employees, customers, and sensitive information at risk. One specific issue could cause costly legal trouble and reputational damage. This may have dire consequences for the future of the business, especially given that high-profile clientele sometimes stay at the hotel. Three of these issues are outlined below.

Failure to Maintain Installed Software on Computers
All computers typically have software installed that requires routine maintenance in the form of updates. Software publishers release new versions of software to fix any vulnerabilities that may be found in previous versions. Maintenance is necessary not only for third-party software, but for the operating system itself. When these updates are not performed, it leaves the computer vulnerable to attack by hackers, who may then access information or even take control of the computer from afar.
At present, there is no employee tasked with performing these updates on the four computers available for guest use in the lobby. Consequently, these computers are open to security breaches by hackers, who may obtain sensitive guest data. According to Huang et al. (2023), as of 2022, cybersecurity incidents cost U.S. companies approximately $9.44 million. The potential upfront costs for the hotel in the event of a breach may include repair, payment of ransom, and legal expenses in the event that customer data is affected (Huang et al., 2023). While a breach at the Charleston Hotel is unlikely to cost millions of dollars to remediate, the impact on the hotel’s reputation may lead to lost revenue in the long run.

Violations of Customer Privacy and Property Mismanagement
The protection of customer privacy is important and extends to personal and financial information as well as the devices that customers bring onto the premises. When customers leave behind items such as laptops or USB drives, employees have been observed keeping these devices and even connecting them to hotel computers to browse through any files. Additionally, upon discovering these lost devices, some employees keep the devices instead of setting them aside and/or making attempts to contact the owners. These behaviors may have legal ramifications that could impact not only the employees, but the hotel as well.
For instance, if an employee goes through a guest’s laptop and views their sensitive health information, this may constitute a violation of the Health Insurance Portability and Accountability Act of 1996 (HIPAA). This rule was enacted to ensure that patient health information is shared only with individuals who have been granted express permission by the patient to view that information (Centers for Disease Control and Prevention, 2024). It is very unlikely that any employee of the hotel has permission from the guest to view this information. As a result, this snooping may violate HIPAA.
While guests are typically responsible for securing their belongings, depending on state law, the Charleston Hotel may have a limited legal obligation to return lost items. Regardless of the legality, if a guest returns for their lost item and discovers that it has been taken or tampered with, any resultant poor reviews or interactions with law enforcement may result in damage to the hotel’s reputation.

Employees Potentially Falling Victim to Phishing Emails
Phishing is a method used by hackers to get information such as bank account or credit card numbers, usernames and passwords, social security numbers, and other sensitive data by tricking users into clicking fraudulent links (National Institute of Standards and Technology, n.d.). Scammers send emails pretending to be legitimate institutions such as PayPal, Amazon, banks, etc. They include urgent language that attempts to convince the victim that they need to provide their sensitive information for verification.
For example, in Figure 1, The Federal Trade Commission (2022) shows a phishing email from a sender pretending to be Netflix. It even uses the official Netflix logo and authentic-looking text. This scammer is hoping that the victim will click the “Update Account Now” button, which leads to a fake website that will steal any financial information the victim submits.
Figure 1
Netflix Phishing Email
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Phishing emails have been sent to hotel employee email addresses. Because there is no employee IT training, it is unclear whether employees are aware of what to look for in phishing attempts, or whether any of them have in fact fallen victim to one of these scams.
Successful phishing attempts typically only affect individuals. However, when the scammer pretends to be a senior employee of the user’s company, the business is put in jeopardy as well. According to a survey by TransUnion (2025), scams and authorized fraud, a subcategory of business fraud to which phishing belongs, comprised 23% of total fraud losses in the United States in the past year and resulted in a loss of $114 billion across 200 U.S. businesses. While the Charleston Hotel may not see the kind of revenue loss that is the purview of large multinational corporations, even a minor incident could result in a devastating blow to the hotel’s finances.

Suggested Solutions
The issues identified in the previous section may have unintended negative consequences for the Charleston Hotel if left unaddressed. However, there are very simple solutions that can be implemented.

Ensure Maintenance of Public Guest Computers
· Software installed on all computers should be updated regularly whenever new versions are made available.
· An employee, preferably with IT experience, should be tasked with installing updates on computers on a scheduled basis.
· When possible, configure software to automatically install updates as soon as they are available.
· Ensure that outdated versions of software are uninstalled, particularly if no update has been made available in over a year.

Create a Lost and Found Policy for Guest Items
· Implement a policy declaring a time limit on lost items; many hotels will set aside guest items for 90 days.
· To prevent employees from tampering with items, a locked room or box should be made available, with access restricted to the owner or one senior employee.
· Educate employees on the potential legal consequences of violating guest privacy by viewing the contents of lost devices.

Train Employees to Recognize and Avoid Phishing Attempts
Employees can be trained to identify phishing emails by looking for the signs previously identified. Some simple tips provided by the Cybersecurity and Infrastructure Security Agency (n.d.) to avoid falling victim to one of these scams include the following:
· Identify the sender of the email to verify whether the email address is official.
· Look for language that attempts to convince the user that they must click the link immediately.
· Contact the company directly by entering the company’s address into the search bar, or use a search engine to look for contact information.
· Hover over the link and look for the address in the corner of the bottom right of the browser window.
Examples of urgent language intended to trick victims may include:
· notifications of alleged suspicious logins
· invoices for products the user has not purchased
· an offer of free items
· claims that personal information needs to be updated (Federal Trade Commission, 2022)

Figure 2 demonstrates the suspicious elements of a phishing email. The sender claims to be Harbor Freight, but the actual email address is randomly-generated gibberish. The subject is also flamboyant and designed to grab attention. In this case, the scammer claims that the user has won a prize from Harbor Freight and simply needs to click the link in the email and provide their personal and financial information. Claiming that someone has won a prize is a very common story scammers use to hook potential victims.
Figure 2
Header of a Phishing Email
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Note. Screenshot of an actual phishing attempt in spam folder of personal email



Conclusion
The Charleston Hotel has experienced an unprecedented level of growth and popularity in the short time since the beginning of operations. In just a few short years, a well-loved home has transformed into a highly-coveted hotel, hosting customers from all over the country and from all walks of life. 
As with any newly-established business, there have been growing pains with regards to expanding the use of technology. Multiple cybersecurity issues have been identified, such as outdated software on public computers, potential guest privacy violations, and a lack of awareness of a common email-based fraud technique. These issues pose risks to the integrity and confidentiality of information, threaten the reputation of the company, and may even result in legal trouble.
Thankfully, these issues can be averted with routine system maintenance, employee training, and introduction of new company lost item policies. The solutions will take some time, effort, and a small amount of money to implement, but they will prevent the Charleston Hotel from spending thousands of dollars to recover from cybersecurity attacks and legal challenges.



References
Centers for Disease Control and Prevention. (2024, September 10). Health insurance portability and accountability act of 1996 (HIPAA). https://www.cdc.gov/phlp/php/resources/health-insurance-portability-and-accountability-act-of-1996-hipaa.html

Cybersecurity and Infrastructure Security Agency. (n.d.). Teach employees to avoid phishing. https://www.cisa.gov/audiences/small-and-medium-businesses/secure-your-business/teach-employees-avoid-phishing

Federal Trade Commission. (2022). How to recognize and avoid phishing scams. https://consumer.ftc.gov/articles/how-recognize-avoid-phishing-scams

Huang, K., Wang, X., Wei, W., & Madnick, S. (2023, May 4). The devastating business impacts of a cyber breach. Harvard Business Review. https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach

National Institute of Standards and Technology. (n.d.). Phishing. https://csrc.nist.gov/glossary/term/phishing

TransUnion. (2025, October 8). Fraud costs business nearly 8% of their equivalent revenues globally, TransUnion reports. https://newsroom.transunion.com/h2-2025-global-fraud-report/

image1.jpg
EE— —
NETFLIX
T —

Please update your
payment details

We' having soms boublewith yous st blkng

Informaton We'ry agan,butn th moantmeyou
maywant o updats your paymentdtal.

N i s o 00 nd . Vit o Bt
Cant o contatus o




image2.png
I - You have won a 170 Piece Stanley Tool Set ###ID62073 » spam «

@ Harbor Freight® JSE@ehjzaxqe.zakamoria.com>

tome ¥




